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Do we need to understand the whole code?

A friend of mine from collegedayswasvisiting me last Christmas.He makesanenviablesalaryby
writing codeandby maintainingexistingcode. I recall the following conversationwith him.

[Friend] What kind of research do you do thesedays?
[AL] I am initiating somework on program understanding.
[F] What is that?
[AL] Well.. you recoverthe designof a software systemfrom its source codeso you know how it
doeswhateverit does.
[F] You meanthe designof a whole system?
[AL] Yes.
[AL] Interesting.. why would you want to do that?
[M] Sothat you can understandthe systemwhenyou are modifyingit.
[AL] Hmmm.. I can’t seehow it will help me in my work.
[M] Well.. then what would you like?
[F] I’d like somethingthat helpsmeget the job done... fast.
[AL] Which is?
[F] Help mein finding what needsto be changed,makethe change,andget the hell out.
[AL] Well wouldn’t the designof the systemhelp then.
[F] It will ... butyoudon’t needthedesignof thewholesystem.Onlythepart thatneedsto bechanged.

Programmerssuch as my friend, I thought, were the causeof the whole softwarecrisis. It was
indeeda shockingmoment. I had neverbeforecomeface to face with sucha mindless,irresponsible
programmerwho wasdisgracingthe entireprogrammingcommunity. I hadonly readaboutthe effect of
their professionalismin delayingprojectsto bringing the world to the brink of a nucleardisaster.

But then there is a little part in me that has been influencedby Gause& Weinberg’s Exploring
requirements[1]. Onereasonwhy, they say,manysoftwareprojectsfail is that the softwaredeveloped
doesnot solve the user’sproblem. This happenssometimesbecausethe developers(or analysts)were
not listening to the userbut were insteadbuilding what they thoughtthe userneeded.As a researcherI
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want to developa tool thatwould helpsoftwaremaintainerslike my disgracefulfriend. WhetherI like it
or not he is my client or user. SinceI am still in the requirementsanalysisstageof my work, I thought,
I should at least listen to what he has to say.

I kept ponderingover my friend’s last statement.My initial reactionto it had been,“How do you
find what needsto be changedif you do not understandthe whole system”. Every time aroundmy
friend’s statementmademore sense.Now I am at a stagewhere I [almost] do not think of him as a
despicablecreature.The differenceI haveis in the strengthof the statement.My assertionis: you don’t
“always” needthe designof the whole systemto changeit “correctly”.

How did I cometo this conclusion?Over the 6 monthsfollowing the conversationwith my friend
I was involved in modifying two softwaresystems: the GNU C Compiler (gcc) from Free Software
Foundationandthe WisconsinProgramIntegrationSystem(wpis) from University of Wisconsin*. Both
the systemsare written in C. Somestudentsand I performed4 modification exercises:3 on gcc and
1 on wpis. Of these2 were successful,1 partially successful,and the fourth was aborted. The two
successfulattempts,1 eachon gcc and wpis, requiredthe knowledgeof a small part of eachsystem.
I still do not know how the rest of eachof thesesystemswork exceptthe parts modified [and their
interfaces].The exercisethat failed requiredknowledgeof a largerpart of the system,beyondthe scope
of my capabilities[andpatience].The exercisethat waspartially successfulresultedinto a compromise;
we changedthe requirements.

The key point is: changeswere performedwithout knowing the whole design. The other two
exercisesneededknowledgeof a larger part of the systembut still not of the whole system. In all
the casesthe design,whateveryou may meanby it, of the whole systembeing worked on was not
necessary.And if you are willing to acceptthe call graphof a programas a form of design,you may
like the following. To performthe fourth changewe usedBrown University’s FIELD [2] to seethe call
graphof a componentof gcc. Although FIELD providesgreatfeaturesto abstractsetsof functionsinto
files andsetsof files into directories,it couldn’t help us copewith the complexityof gcc. This system
has about 290,000lines of code in about 175 files, all in one directory. The sight of the call graph
actually frightenedmy studentsso much that they requesteda different project. They weremuchmore
enthusiasticbefore they saw the call graph.

How do we understand code?

Theprogrammodificationexerciseswerenot performedto learnaboutthe processof understanding
programs. However, at the time the modificationswere being performedthe researcherin me was
observingwhat the programmerwas doing. One observationI madewas that I was able to “scan”
throughthe codeon-line and zero in on the partsthat neededto be modified. In contrast,my students
would spendcountlessnumberof hoursgoing throughthe hardcopylisting andreachnowhere.

Permit me to proclaim myself as an expert. The other categorynovice commonly used in the
literaturedoesnot clearlydefinethequalificationsof thestudents.Theyareall computersciencegraduate
studentswho areknowledgeableabout‘swap’ and‘sort’, examplescommonlyusedin empiricalstudies
of programmers.Let mecall the studentsasinterns. Thereis clearlya differencebetweenhow anexpert
and an intern understands“large” softwaresystem. It is beyondwhat can be capturedby the chunking

* The experiencecited hererelatesto version1.40of gcc andthe first releaseof wpis.
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static struct compiler default _compilers[] =
{

{".c ", "@c"},
{"@c",

"cpp -lang-c %{nostdinc} %{C} %{v} %{A*} %{D*} %{U*} %{I*} %{i* } %{P}\
%{C:%{!E:%eGNU C does not support -C without using -E}}\
%{M} %{MM} %{MD:-MD %b.d} %{MMD:-MMD%b.d}\

Figure1 Extract from GNU’s C preprocessor.The datastructurecontainsa “program” that describeswhat subprocesses
would be invokedby the compiler, their order, input, andoutputs.The languageusedis internal to
GNU C Compiler. (This approachof encodingprogramcontrol information in a datastructure
is sometimesalso called as table-drivenprogramming).
 1992 FreeSoftwareFoundation,Inc.

model of programunderstandingwhich saysthat expertslook at patternsin codeandmatchthem with
mentalmodelsof computerscienceor domainconcepts[3, 4, 5, 6].

WhenI wasscanningthe codeI did not readthe codebut wasactually“looking for” specific clues.
For instance,searchingfor the placewhere the gcc preprocessorexpandsmacrosand the placewhere
it processes“#define” statements.Since a particularmodification was relatedto thesetwo featuresI,
at least to start with, was not interestedin how other featureswere implemented.The function names
macroexpand()anddo_define()caughtmy attentionandweresufficient clues. To summarize,my search
was influencedby the knowledgeof what the systemdoesandby a hypothesisof how it did it.

Thereweresomeinstanceswhenmy searchfailed becausethespecificbehaviorwasnot implemented
in the ways I had hypothesized. For instance,when searchingfor the place where gcc invokes the
preprocessorI was looking for a call to execv()or fork() with a parameterthat had the string “cpp” or
“CPP” in it. I did not find what I was looking for but insteadfound a piece of text, such as that in
Figure1. A scan,andnot a completeunderstandingof this text, indicatedthat gcchasits own language,
called“spec”, to encodethe flow of control betweenthe subprocessesit invokes. The informationabout
invoking theC preprocessoris encodedin this languageandmaintainedin a table. This evidencerequired
me to throw away my old hypothesisand createa new one.

I reada pieceof codein detail only after I had locatedthe “places” wherea specificbehaviorwas
implemented.SubsequentlyI visited only thosesegmentsof codewhich eithercalled thesefunctionsor
werecalled by it. Further,evenwhenunderstandingcodeat an individual function level, mostoften, I
was “looking for” something(a top-downapproach)as against“reading and understanding” (a bottom
up approach).

Till then my knowledgeof work in programunderstandingwas limited to the chunkingmodel [7]
which implies a bottom up approach.Excitedaboutmy analysisand like a true researcherI headedto
the library. Look what I found. RuvenBrooksin his paper[8] givesa theoryof programcomprehension
whosemajor points are summarizedas follows:

1. Theprogrammingprocessis oneof constructingmappingsfrom a problemdomain,possiblythrough
severalintermediatedomains,into the programmingdomain.

2. Comprehendinga programinvolves reconstructingpart or all of thesemappings.
3. This reconstructionprocessis expectationdriven by the creation,confirmation,and refinementof

hypotheses.
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His theory, to the bestof my knowledge,hasnot beenvalidatedexperimentallybut he useda “Theory
Demonstration”approachto support it.

Finding a work that almosta decadeagodid what is still an ideain your mind is both discouraging
andencouraging.It is discouragingbecauseyou feel someonebeatyou to it. It is encouragingbecause
it reassuresyou that your mind generatesideasthat are credible. In any case,I was pleasedbecauseI
did not think I could formulatethe theory in asmeticulousa way asBrooksdid. Besides,I don’t think
all is lost. Given the difficulty in designing,performing,and analyzingstatistically valid experiments
for cognitive models,my experiencemay be takenas a validation of Brooks’ theory. SinceI was not
familiar with his theorybeforeI thoughtof the model, in my opinion, is a strongargumentin its favor.

Let us take a closer look at the theory. So far my experiencesonly support the third argument
which implies that the processof programunderstandingis top-down,i.e. one formulatesa hypothesis
as to how a programdoeswhat it doesand then looks at the programto confirm the hypothesis.If the
hypothesisfails thenthe programmergeneratesa new hypothesis.And asBrooksargues,the hypothesis
generationprocessis limited by theexperienceof the individuals. Oneresortsto thebottomup approach,
i.e. readand understandthe code,only in the extremecasewhen the programmeris utterly unfamiliar
with the domain.

Thefirst statementimplies: “When a programmercompletelyunderstandsa program,whatheknows
can be describedas a successionof knowledgedomainsthat bridge betweenthe problembeing solved
and the programin execution” [9]. The successionof domainsmay vary from problem to problem.
An examplewould be a top level domain that expressesthe functionality of the program; a second
domainthat associatesconstraintsto thesefunctionalities(examplesize of somedata); a third domain
that associatesan algorithm to achievea function, a fourth domain that describesa real world object
as mathematicalobjects (such as trees, sets,matrices); a fifth domain that maps the algorithmsand
mathematicalobjects to sourcecode.

Notice that this statementimplieshow knowledgeis organizedin a theprogrammer’smind. I would
not know how to verify this experimentally.But I think that from this statementonecan infer that if a
program’ssourcecode(andits documentation)is designedandorganizedto reflectthesuccessionof such
domainsthensucha programwould be easyto understand.Again, my experiencewith modifying wpis
when comparedwith that of modifying gcc validatesthat. The wpis modificationexercisewas smooth
and effortlessbut that of modifying gcc was telling. On comparingthe two system’sonemay seethat
wpis’ documentationandorganizationof sourcecodereflectsthesuccessionof domainsthatBrookstalks
about. The following discussionperformsa detailedcomparison.

I havealreadymentionedabout the physicalorganizationof gcc sourceon the machine. The top
level directoryof gcc contains334 files. This includes115 .c files, 68 .h files, and4 .y files; README,
texinfo, andmanpagedocumentationfiles; configurationfiles to install on a dozenor morearchitectures
on which gcccanbe installedandsomeMakefiles.TheMakefiles containtargetsfor severalexecutables
and libraries that arepart of the gcc system.The sourcecodetotalsabout290,000lines of text. When
the completesystemis generatedapproximately115 .o files arecreatedin the top level directory itself.

Contrastthis with wpis whosetop level contains7 directoriesanda Makefile. Thereis a directory
src that containsthe source. The sourcecode totals 41,000lines of text but it is not all containedin
one directory. The src directory is further divided into 8 subdirectorieswhich in turn haveanother1
or 2 levels of directoriesbefore the actual sourcefiles are found. The lower most directorieshouse
code for a specific module. Someof the modulesimplementgeneralpurposedatastructuressuch as
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static void
macroexpand (hp, op)

HASHNODE*hp;
FILE _BUF *op;

{
..... 92 lines deleted

/* Compute length in characters of the macro’s expansion.
Also count number of times each arg is used. */

xbuf_len = defn->length;
for (ap = defn->pattern; ap != NULL; ap = ap->next) {
if (ap->stringify)

xbuf_len += args[ap->argno].stringified _length;
else if (ap->raw_before || ap->raw_after || traditional)

xbuf_len += args[ap->argno].raw_length;
else

xbuf _len += args[ap->argno].expand_length;

if (args[ap->argno].use_count < 10)
args[ap->argno].use_count++;

}

...... 181 lines deleted
}

Figure 2 Partsof a function extractedfrom GNU C Compiler.
 1992 FreeSoftwarefoundation,Inc.

graph, set,queue, and sequence. The directoriesfor thesemodulesare combinedin a directory called
packages. Similarly, there are modulesthat implementcomplex data structures,such as pdg_module
for implementingprogramdependencegraph, and complexalgorithms,suchas program slicing, their
directoriesare combinedinto a directory called algorithm. Thereare separatemodulesfor interfacing
with the windowing systemand other softwaresystemsneededto usewpis.

The Makefile of wpis is written such that on compilation the .o files are generatedin directories
different from the sourcefiles. The documentfiles are in separatedirectoriesand so are examplesto
demonstratethe systemwith.

In my opinion, the organizationof wpis sourcecode reflects the domainsthat in Brooks’ terms
a programmermay reconstruct. The subdirectoriesgraph, set, queue, and sequencecorrespondto the
mathematicalobjectsthat are placedin the directory packages.The directory pdg_moduleis also an
object in the realmof the implementationandis definedusingthe basicmathematicalobjects.It is kept
separatelyalongwith other modulesdefining conceptsat the samelevel.

To understandgcc’s implementationyou haveto start with identifying the set of files, if any, that
containscodeto performthelexical analysis,parsing,codegeneration,optimizationtasks;i.e. reconstruct
themappingbetweenconceptualdomainsandfiles. Sincethereareliterally hundredsof files in thesource
directory(andevenmoreif onehasthe .o files around)thereconstructionof domainsandtheir mappings
is not a simple task.
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static PROCEDUREVisitVertexForForwardSlice( vid, g )
VERTEX_ID vid;
PDG g;
{

PDG_VERTEXv;
PROCEDUREProcessSuccessorForForwardSlice();

v = pdg_vertex_retrieve(g, vid);
if (v == PDG_VERTEX_NULL) return(SUCCESS);
if (pdg _vertex_mark(v)) return(SUCCESS);
pdg_vertex_mark_set(v);
set_for_each1(pdg _vertex_loop_independent_targets(v),

ProcessSuccessorForForwardSlice, g);
set _for_each1(pdg_vertex_loop_carried_targets(v),

ProcessSuccessorForForwardSlice, g);
set_for_each1(pdg_vertex_control_targets_true(v) ,

VisitVertexForForwardSlice, g);
set_for_each1(pdg_vertex_control_targets_false(v ),

VisitVertexForForwardSlice, g);
return(SUCCESS);

}

Figure3 A function extractedfrom WisconsinProgramIntegrationSystem
 1989 ThomasW. Repsand University of Wisconsin,Madison.

Similar differencesexist in the sourcecodeof the two systemstoo. For instance,look at the code
segmentsin Figures2 and3. Thesearetwo functionsfrom eachsystemthat were locatedascandidates
for introducing the changesI wanted. In eachcasethe nameof the procedurereflectsthe externally
observedbehaviorit is relatedto. Onceyou know theexternalbehavioryou wish to change,it is easyto
locatethesefunctions. Figure2 only showsa fraction of the 294 lines function. This function operates
on the specific datastructuresdirectly. The commentsrelatethe codesegmentsfollowing them to the
externallyperceivedbehavior.Figure3 on the otherhandshowsthe whole function. It hasno comment
within the body of the code and it also doesnot operateon the data object directly. Insteadit uses
operatorswhosenamesdefinethemathematicaloperations.Eachstatementcorrespondsto a unit subtask
at a level higher than the specific implementationof the datastructures.

In Figure 2 the commentsare supposedto help you in creatinga mappingfrom a higher level
domainto the code. In contrastin Figure3 the codeitself reflectsthis mapping.So far, besidesmyself,
I havehadthreestudentswork on gcc andoneon wpis. The onewho hasworkedwith wpis thinks that
modifying other people’scodeis a pieceof cake. The other threewere praying “Beam me up Scotty”
before I changedtheir project.

Thereis anotherfactor that has influencedthe modification exercises.In caseof wpis the various
algorithmsthat it implementsare availablein publishedliterature. The studentand I had thoroughly
understoodthealgorithmsbeforeattemptingto understandthecode. In a sensewe hada setof hypotheses
beforewe looked at the code. Therewere two instanceswhereour hypotheseswere violated. In one
casewe werelooking at somecodethat in our opinion couldnot evenbecompiled. After spendinga lot
of time we contactedits authorto explainto us what thatpieceof codedid. We weretold that that piece
was“deadcode”. In thesecondinstancewe hada difficult time understandinganalgorithmthat required
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traversalof a specialtype of graph. The traversalmechanismin the implementationwas significantly
different from that in the publishedwork. We spenta few hourstrying to map the publishedalgorithm
to the codeandwhenwe couldn’t, we assumedthat our understandingof the programwasat fault. We
then resortedto the bottom-upapproachand realizedthe discrepancy.

In caseof gccour hypothesisformationwasalsolimited by our knowledgeof compilerconstruction.
For instance,most textbookson this subject suggestsplitting a compiling task into a sequenceof
activities: lexical analysis,parsing,abstractmachinecodegeneration,optimization,andactualmachine
codegeneration.But thatdivision we learntis for teachingtheconceptsof compiling. Thedevelopersof
gcc, whom I classifyasgurus, haveinterleavedseveralof thesetasks.And we learnedit the hardway
becausewe ignoredan inconspicuousstatementin its documentationstatingthat fact. Thereis a good
chancethat the algorithmsusedby gccarepublished.But becauseof our ignorancewe wereexpectinga
taskdecompositionsuggestedin textbooks.Theknowledgeof interleavedimplementationof taskshelped
us in creatingthe correctdomainreflecting task decompositionof gcc. But in the two weeksthat the
studentsspenton understandingthat part they werestill unableto mapthis decompositionto the actual
codeand hencewe gave up one of the exercises.

Now let us look at the secondstatementmade by Brooks: comprehendinga programinvolves
reconstructingpart or all of thesemappings.The phrase“part or all” providesthe possibility that one
may only understandpart of the program.Which is similar to my observation:you do not alwaysneed
to understandthe designof the whole system.

Thequestionthatnow remainsis: how widely acceptedis Brooks’ theory?It turnsout theBrooksis
not alone.Solowayet. al. haveidentifieda strategyusedby professionalprogrammersin understanding
code.They call it inquiry episodewhich is a cycleof: “read” code;ask“question”aboutit; “conjecture”
an answer;and “search” documentationfor confirmation[6]. Using their terms then Brooks’ model
proposesa cycleof: conjecture,search,read,andquestion.And sincetheyarecycles,they areidentical.

Summary

Let menow summarizehow ‘I’ understandcode,the factorsthat influence‘my’ ability to understand
it, and somechallengesin building tools to aid the understandingprocess.SinceI haveonly analyzed
my mentalprocessesduring understandingprogramsI can only talk aboutmyself.

First of all I do makehypothesesof how a systemis implementedevenbeforelooking at it. The
hypothesesare influencedby my knowledgeof the domainof applicationand/ormy ability to draw an
analogybetweentheproblemit solvesandonethatI mayhaveexperiencewith. If I do not haveadequate
domainexperience,I find it useful to first readmaterialaboutthe domain. The materialmay be books,
articles,usermanuals,or otherdocuments.Sourcecodeis a very poorsubstitutefor these.It helpsif the
systemdocumentationcontainreferencesto suchmaterial. When I do not know aboutthe domainand
alsodo not haveany supportingdocumentationI resortto the bottomup approachto readingthecodeto
understandit. My readingof the codeis neitherlinear nor complete,i.e. very rarely do I understandall
partsof a function. InsteadI scanthroughthe codeidentifying patternsandunderstandingthem;putting
thosepatternstogetherto get the bigger picture.

TherearetimeswhenthechangesI introducedo not affect a softwaresystem’sbehaviorasI expect
themto. In mostsuchcasesI havefound that thechangesI madewerebasedon an incorrecthypothesis.
The fault being that I assumedthe hypothesisto be right without verifying it. Sometimesthis happens
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whenI losemy objectivity anddo not rejectmy working hypothesisevenaftercomingacrossinformation
in the sourcecodeor documentationthat violates it.

My ability to understanda system’simplementationis influencedby the availability of additional
documentation,the organizationof its sourcecodeon the machine,as well its actualdesign. It is easy
to understandan implementationthat usesthe sameterminology,symbols,and algorithmsstatedin its
documentation.Most often theconflict ariseswhenthis is not thecase.For instance,whenanequivalent
but different algorithm is used. It is harderto understanda systemthat usesnon-traditional(readnon-
textbook)designs. It is alsohard when the system’simplementationdoesnot reflect the successionof
domainknowledgeusefulin understandingit. Providingcommentsto aid in recreationof levelsis useful.
I howeverpreferthat the levelsbe reflectedin a combinationof physicalorganizationof the sourcecode
as well as in its modular decomposition.

Maintenancerequestsare usually phrasedin terms of a program’s requirementsnot its internal
working. Oneof thefirst taska maintenanceprogrammerdoesis to locatepiecesof codethat implement
a functionality. Biggerstaff et. al. term this as the conceptassignmentproblem[10]. Although this has
beenrecognizedby practitionersfor quitesometime[11], very little researchhasbeendoneto supportthis
activity. Wilde andGust’s recentwork is a stepin that direction [12]. They proposetracinga program
on sampletest data that enumerateits featuresand using the trace to perform a mappingbetweenits
componentsand features.Interestingly,this is the only work I know of that proposesusinginformation
collectedfrom executinga programfor understadingit.

At themomentI rely ongrep,more, andemacsto locatepiecesof codethatimplementa functionality.
SinceI do not dealwith programsthat havemillions of lines of code,thesead hoc methodssuffice. In
my experiencetools thatdisplaycall graphshavenot beenvery useful. Suchcross-referenceinformation
may insteadbe providedthroughdatabasequeriesor hypertextorientedbrowsers.What I would really
like is a tool that recoversthe designthat is mostnaturalto expressthe type of problemI am working
with. For instance,for a processintensiveapplication I would like the state-transitiondiagram. If
the applicationis dataintensiveI would like the entity-relationshipdiagramsof its datamodel. If the
applicationimplementsits own language(as in Figure1) and then interpretsprogramswritten in it; I’d
like the tool to help me in understandingthoseprograms.

The programunderstandingtool should integratewith the systembuilding process. If there is a
Makefilethat is usedto build a system,the tool shouldextractinformation from it ratherthan requiring
me to provide it. This will especiallybe appreciatedif I am working on someoneelse’scode. In this
situationI haveno clue as to what files and compilationoptionsare neededto generatethe system. I
recentlyboughta ratherexpensivereverseengineeringtool that doesnot integratewith Makefiles. Its
manualsare now collecting dust becausethe work requiredto start using it is enormous. In contrast,
Brown University’sFIELD [2], besidesbeingfree,only requiresthenameof theexecutablefile to figure
out [almost] all that is neededto extract information about the system. We have put this systemto
extensiveuse.

Finally, I do not enjoy understandingsomeoneelse’scodeunlessI want to do somethingwith the
knowledgeI so acquire. Most often I will usethe knowledgeto add, remove,or changeits behavior.
In this caseit will be nice if the programunderstandingtool doesnot requireme to recoverthe design
of the whole system.
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